13 Cybersecurity Best Practice

NOTICE

It’s important to locate the Inverter in a secure network zone (e.g., SCADA network
or PCN), that is blocked from direct communication with the Internet and/or
Corporate IT networks by network security devices (e.g., firewalls). This network
isolation concept is a best practice recommendation based on the Purdue
Reference Model (PRM), an industry leading Industrial Control System (ICS)
cybersecurity model adopted by standards and frameworks such as the ISA 62443,
NIST, Cybersecurity Framework, and NERC CIP.

NOTICE

For more information, please reference “Secure Network and Firewall
Deployment Recommendations for SCADA Systems” by the Cybersecurity and
Infrastructure Security Agency (CISA) https://lwww.cisa.gov/resources-tools/
resources/ics-recommended-practices . cisa.gov/ics/Abstract-Firewall-
Deployment-ICS-Networks-RP
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14 Appendix

14.1 Technical Parameters

Model

SG3150UD-MV-US SG4400UD-MV-US

Input (DC)

Max. PV input voltage

1500 V

Min. PV input voltage / Start-
up input voltage

875V /915V 915V /955V

Available DC Fuse Sizes

250A, 315A, 400A, 450A, 500A, 630A

MPP Voltage Range 875—-1500V 915-1500 V
Full Power MPP Voltage

875-1300V* 915-1337V *
Range @40°C
No. of independent MPP 3 4
inputs

No. of DC inputs

21 inputs negative ground- 28 inputs negative ground-

ing (optional: 18 inputs ing (optional: 24 inputs

floating) floating)

Max. PV input current 3*1226 A 4*1226 A
Max. DC short-circuit current 3*3528 A 4*3528 A
PV Array Configuration Negative grounding or floating

4400 kVA @ 40 °C(104 °F)
AC output power 3150 kVA @ 40 °C(104 °F)  ** (Optional: 4400 kVA @

45°C (113 °F))**

Output (AC)

Nominal Grid Frequency / Grid
Frequency Range

60Hz/57-63 Hz

Harmonic (THD)

< 3 % (at nominal power)

Power Factor at Nominal
Power / Ajustable Power
Factor

>0.99/0.8 leading - 0.8 lagging

Efficiency

Inverter Max. efficiency

98.9 %

Inverter CEC efficiency

98.5 %

Transformer

Transformer rated power

3150 kVA 4400 kVA

Transformer max. power

3150 kVA 4400 kVA
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Model SG3150UD-MV-US SG4400UD-MV-US
LV / MV voltage 0.6 kV /(12-35) kV 0.645kV /34.5kV
Transformer vector Dy1 ( Optional: Dy11, YnyO0)

Transformer cooling type

KNAN (Optional: ONAN)

Protection

DC Input Protection

Load switch + fuse

Inverter Output Protection

Circuit breaker

AC MV Output Protection

Load switch + fuse

Overvoltage Protection

DC Type Il / AC Type Il

Grid Monitoring / Ground Fault

o Yes / Yes
Monitoring
Insulation Monitoring Yes
Overheat Protection Yes

General Data

Dimensions (WxHxD)

605828962438 mm 238.5"*114.0"*96.0"

Weight

<31967 Ibs <36376 Ibs

Degree of Protection

NEMA 4X( Electronic for Inverter) / NEMA 3R(Others)

Auxiliary Power Supply

5 kVA, 120 Vac ; Optional : 35 kVA 480 Vac + 5 kVA 120

Vac
-35t0 60 °C (> 40 °C de- -351t0 60 °C (> 45 °C de-
Operating Ambient Tempera- rating) / optional: -40 to 60  rating) / optional: -40 to 60
ture Range(it refers to the am- °C (> 40 °C derating) °C (> 45 °C derating)

bient temperature of 1m
around the inverter)

-31 to 140 °F (> 104 °F de-
rating) / optional: -40 to
140 °F (> 104 °F derating)

-31 to 140 °F (> 113 °F de-
rating) / optional: -40 to
140 °F (> 113 °F derating)

Allowable Relative Humidity
Range

0-100 %

Cooling Method

Temperature controlled forced air cooling

Max. Operating Altitude

1000 m (Standard) / > 1000 m (Customized)
(3280.8 ft (Standard) / > 3280.8 ft (Customized)

Display LED Indicators, WLAN + WebHMI
Night Reactive Power Optional

Function

DC-Coupled Storage Interface Optional

Charging Power from the Grid Optional

Communication

Standard: RS485, Ethernet

Grid Support

Q at night function (optional), L/HVRT, L/HFRT, Active &
reactive power control and power ramp rate control,
Volt-var, Frequency-watt
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*Full power MPP range is temperature dependent, check the characteristic curve of the in-
verter for more information.

**For sustained operation above 40°C, an optional 60 ° C temperature rise transformer is
recommended.

Tightening Torques

Tighten the cable with proper torque shown below to prevent the poor contact, high contact
resistance, or fire caused by the looseness of cable lugs:

Screw Torque(N.m) Torque(lbf.inch)
M3 0.7~1 6.195~8.85

M4 1.8~2.4 15.93~21.24

M5 4~4.8 35.4~42.48

M6 7~8 61.95~70.8

M8 18~23 159.3~203.55
M10 34~40 300.9~354

M12 60~70 531~619.5

M16 119~140 1053.15~1239

Secure the cable in proper place to reduce pressure of cable lug.

Quality Assurance

When product faults occur during the warranty period, SUNGROW will provide free service
or replace the product with a new one.

Evidence

During the warranty period, the customer shall provide the product purchase invoice and
date. In addition, the trademark on the product shall be undamaged and legible. Otherwise,
SUNGROW has the right to refuse to honor the quality guarantee.

Conditions
« After replacement, unqualified products shall be processed by SUNGROW.

* The customer shall give SUNGROW a reasonable period to repair the faulty device.
Exclusion of Liability

In the following circumstances, SUNGROW has the right to refuse to honor the quality
guarantee:

» The free warranty period for the whole machine/components has expired.
* The device is damaged during transport.
» The device is incorrectly installed, refitted, or used.

* The device operates in harsh conditions beyond those described in this manual.
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« The fault or damage is caused by installation, repairs, modification, or disassembly per-
formed by a service provider or personnel not from SUNGROW.

» The fault or damage is caused by the use of non-standard or non-SUNGROW compo-
nents or software.

+ The installation and use range are beyond stipulations of relevant international
standards.

» The damage is caused by unexpected natural factors.

For faulty products in any of above cases, if the customer requests maintenance, paid main-
tenance service may be provided based on the judgment of SUNGROW.

Contact Information

In case of questions about this product, please contact us.
We need the following information to provide you the best assistance:

* Model of the device
« Serial number of the device
* Fault code/name

» Brief description of the problem

For detailed contact information, please visit: https://en.sungrowpower.com/contactUs
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SUNGROSOW

Sungrow Power Supply Co., Ltd.

Wwww.sungrowpower.com
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